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Mail Log at a glance

Mail Log records every email your Joomla website sends through the Joomla mailer. For each
message you see who triggered it, whom it went to, whether delivery succeeded and — depending
on the settings — the full content. Failed deliveries are recorded just like successful ones. That
gives you a complete record of what your website actually sent.

Mail Log is a pure administrator extension for Joomla 6 and produces no output in the frontend
whatsoever.

The screenshots in this manual were taken on a German Joomla installation. The extension
follows the language of your installation, so the labels appear in English on an English
backend.
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The dashboard sums up the mail volume: total, today's and weekly figures, error rates,
an activity chart as well as the latest mails and errors.



What you use Mail Log for

e Troubleshooting delivery. You see immediately which mails failed, with the exact error
message from the mail server.

e Proof and audit. Was the order confirmation, the registration mail, the notification really
sent? The log answers that with timestamp, recipient and content.

e Resending. A lost mail can be delivered again with one click — to the original addresses
or to a different one.

e An overview of the volume. The dashboard shows volume, peak times and error rates
at a glance.

Privacy is built in, not bolted on

A mail log inevitably stores potentially sensitive content. Mail Log is therefore frugal with the data
out of the box:

By default only a short excerpt of the message text is stored, no full body and no
raw MIME message.

e Sensitive mails are recognised. Messages with subject lines such as "reset password",
"token" or "2FA" are classified as sensitive automatically and stored with metadata only
by default — the reset link does not end up in the log.

e Encryption without a key in the database. If you choose encrypted storage, the key
is derived from the Joomla secret and is not held in the database. A stolen database alone
does not reveal the content.

e Attachments outside the web root. Captured attachments are copied to a protected
directory that cannot be reached directly over the web.

e Separate permissions for reading. Whoever may see the list may not automatically
read the message texts — that is a permission of its own.

o Strictly local. No external services are contacted. No data leaves your website.

What Mail Log consists of

The package installs three extensions that belong together:

e The component com maillog — the backend interface with dashboard, list and detail
view.

e The system plugin plg system maillog — it intercepts the mail sending and writes the
log entries. Without this plugin nothing is recorded.



e The task plugin plg task maillog — the maintenance tasks for the Joomla task
scheduler (cleanup, statistics, migration).

How to read on

If you are starting out, this order works best:

. Requirements and installation

. Download key and updates

. Quick start: the dashboard

. Looking at an entry

1
2
3
4. The log list
5
6

. Body storage, encryption and sensitive content

Applies to version 1.0.5.
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Requirements and
installation

Mail Log is installed as one package that deploys the component and both plugins together. This
page lists the requirements and describes what is active after the installation.

Requirements

Joomla 6.0 or newer
PHP 8.3 or newer
Database MySQL 8.0.13+ or MariaDB 10.4+

sodium (for the optional encryption; present by default in
PHP 8.3)

PHP extension

Installation

1. Download the package pkg maillog-<version>.zip .

2. In the backend, open System — Install - Extensions and drag the ZIP file into the Upload
Package File area.

3. After the upload, Mail Log is installed. You find it in the menu under Components —» Mail
Log.

There is a single ZIP file to install — the package contains the component and both plugins.
Do not install the individual parts separately.
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This panel greets you after the installation. It names the installed version and leads to
the three things now due: the first test mail, the download key for updates, and the
manual. After an update, the changelog takes the place of "Getting started".

What is active after the installation

So that Mail Log records from the start, the installation enables the system plugin automatically.
From that moment on every mail sent is captured — you do not have to switch anything else on.

The task plugin is enabled as well but does nothing on its own. Its maintenance tasks only run

once you set them up in the Joomla task scheduler (see the chapter Maintenance: scheduled tasks

).

A first check

To verify that everything works, send a test email via System — Global Configuration — Server -
Send Test Mail. Then open Components - Mail Log: the test message should appear as the most
recent entry in the list.

What Is created in the database


https://docs.graup-it.de/books/mail-log-en/page/maintenance-scheduled-tasks

The installation creates four tables (entries, recipients, daily statistics and a small table for
throttling notifications). Uninstalling removes these tables and their data again. Captured
attachment files in the protected directory are kept, however, so that uninstalling by accident
destroys no evidence — delete that folder by hand if you need to.

Applies to version 1.0.5.
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Download key and updates

Mail Log receives updates through the official Joomla update mechanism. To allow your website to
fetch them, enter your personal download key once.

Entering the download key

1. Create your download key in your customer account on graup-it.de (menu item Download
IDs). One key applies per website and covers all extensions obtained through it.

2. In the backend, open System - Update —» Update Sites.

3. Open the entry Mail Log Update Site and enter the key into the field Download Key.

4. Save.

B Edit Update Site

B Ssave B Save&Close X Close ? Help
Mail Log Update Site

Name Mail Log Update Site

Type extension

Location https://www.graup-it.de/updates/pkg_maillog_updates.xml

Download Key 'YOUR-DOWNLOAD-KEY

This extension restricts updates. Typically this means it is an extension with paid downloads. You need to obtain a Download Key from its developer and enter it here to unlock updates for it. You may need to make a payment to the developer to obtain or
activate the download key.

In the update sites you enter the download key at the Mail Log update site.

Make sure to paste the key without leading or trailing spaces. A space copied along with
it makes the update fail with an error message ("URL rejected" or "Package download
failed").



https://www.graup-it.de

Installing updates

1. Open System - Update = Extensions.

2. If a new version is available, Mail Log appears in the list. Select it and click Update.

3. Joomla downloads the package using your download key, verifies the checksum and
installs the new version.

If Joomla finds no update although a new version exists, click Check for Updates first to refresh the
cache.

The manual route

You can also install any version by hand: download the ZIP and install it via System — Install —»
Extensions, just like the first installation. An update through the package overwrites the existing
installation and keeps your settings and log data.

Applies to version 1.0.5.
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uick start: the dashboard

Mail Log works immediately after the installation. This page shows how to produce the first entry
and how to read the dashboard properly.

Producing the first entry

Send any email through your website — easiest is the built-in test email under System — Global
Configuration — Server — Send Test Mail. Then open Components - Mail Log. The message
appears as the most recent entry.

Reading the dashboard
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The dashboard is the start page of Mail Log.
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At the top there are four key figures:

Tile Meaning
Emails in total All logged mails, broken down into sent and failed.
Today Mails of the current day with error rate.
Last 7 days Weekly figure with error rate.
Last 30 days Monthly figure with error rate.

Below them follow:

e The activity chart — sent and failed mails per day, stacked. Above the chart the peak
hour of the period is shown.

e Latest emails — the most recent messages with status, subject and sender. One click
opens the detail view.

o Latest errors — the most recent failed deliveries, so that you see problems immediately.

If the chart does not render (with JavaScript switched off, for instance), Mail Log shows the
same figures as a table automatically. No information is lost.

Where to go from here

The button Open logs takes you to the complete list. There you filter and search all entries — that

is described in the chapter The log list.

Applies to version 1.0.5.
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The log list

The log list shows all logged mails. You reach it through the menu item Mail Log in the sidebar or
via Open logs on the dashboard.
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The log list with the filter options opened.

The columns

Column Content

Sent, failed or skipped. For errors a tooltip shows the
error message.

Status

Time Time of sending.
Sender The sender address.
Recipient The first recipient; further ones are shown as "+n".

The subject line. Icons indicate attachments and resent

Subject .
mails.



Column

Source

Actions

Content

The extension that triggered the sending, where
recognised ( com users , for example).

View the entry and — with the corresponding permission
— resend it.

A yellow demo marker identifies test entries you created yourself (see below).

Searching and filtering

Via Filter options you open the filter bar:

Search

Status

Period

Sender contains / recipient contains

Source extension

Context

Searches subject, sender, recipient, source and the
reference ID.

Sent only, failed only or all.

Quick selection (today, 7/30/90 days) or your own from/to
date.

Free-text partial matches on the addresses.

Restrict to one triggering extension.

Frontend, backend, CLI or API — depending on where the
mail originated.

The column headers status, time, sender, subject and source are sortable. The page size is set at

the foot of the list.

Several entries at once

Use the checkboxes to mark several entries and then apply a toolbar action — Resend or Delete
(each requiring the matching permission). Both actions ask for confirmation first.

Exporting



The button Export CSV outputs the currently filtered list as a CSV file — completely, not just the
page displayed. The body content is deliberately not included in the export; details under

Permissions, export and privacy.

Demo data for trying things out

With the permission manage demo data you create realistic-looking test entries through the
toolbar, to try out the list, the dashboard and the detail view. All demo entries carry the demo
marker and can be removed again with one click.
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The demo dialogue: set the number, period and error rate of the test entries.

Applies to version 1.0.5.
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Looking at an entry

Clicking an entry — on the time, the subject or the view button — opens the detail view with
everything recorded about that mail.
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The metadata on the left, the content in several tabs on the right.

The metadata

The left column sums up what is known about the mail:

status, time and a unique reference ID

sender as well as to, CC, BCC and reply-to

source (triggering extension) and context (frontend/backend/CLI/API)
the IP address and the logged-in user, where available

for errors, the full error message from the mail server

a notice if the text was stored truncated

The content tabs

Tab Content



The HTML text, shown in an isolated preview (more on

HTML this below).

Text The plain text version of the message.

Headers The custom headers of the message.

Raw MIME The exact RFC822 message, if storing it is enabled.

The captured attachments with name, type and size,

Attach t
achments (n) ready to download.

The HTML text is displayed in an isolated frame ( sandbox ): scripts in the mail HTML are not
executed, and the content cannot influence the backend. That way you can look at foreign
messages safely.

When there is no text

Depending on the settings, the body is deliberately not stored or stored only in part. In those cases
a notice explains why:

e "The body is stored encrypted and was decrypted for display." — you see the plain text; in
the database it is encrypted.

e "For this entry only metadata is stored." — typical for sensitive mails such as password
resets.

e "For this entry only the first 4 KB of the body are stored." — the default stores a short
excerpt; the size shown corresponds to the configured excerpt size.

Reading the bodies requires the permission view mail content. Without it you see the metadata but
not the text.

Downloading

With the permission download attachments and .eml you download the raw message as an .eml
file through the toolbar (to open it in a mail client) as well as individual attachments from the tab of
the same name.



The sending chain

If a mail was resent, Mail Log links the new entry to the original one. The detail view shows this
chain, so you can trace which sending came from which.

Applies to version 1.0.5.
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Resending a mail

Mail Log can deliver a logged message again. That is useful when a mail got lost, ended up in spam
or went to the wrong address. Resending uses the stored content and goes through the normal
Joomla mailer — a new log entry is created.

How to resend

e From the list: the Resend button in the action column, or mark several entries and use
the toolbar action Resend.
e From the detail view: the section Resend with the button Resend this email.
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© Help
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Resend

Alternate recipient

o this
® Resend this mail

In the detail view you can optionally give a different recipient address.

To a different address

In the detail view you can enter an alternative recipient address. If it is set, the mail goes to
that one address only; the original recipients are ignored. If the field stays empty, subject, text and
attachments go to the original recipients.



Resending requires the permission resend mails. Every resend creates a log entry of its own
that refers back to the original.

When resending is not possible

So that nothing unexpected happens, Mail Log refuses to resend in some cases with a clear
message:

e Only metadata stored. If the mail was classified as sensitive (a password reset, say)
and stored with metadata only, its text is not available and cannot be sent again.

e Text cannot be reconstructed. If the body is encrypted and the key is not available, or
if it was stored truncated, Mail Log says so instead of sending an empty mail.

Protection against misuse

Two limits prevent accidental mass sending and misuse:

e Between two resends of the same mail there is a waiting time of 30 seconds.
e A single mail can be resent at most 20 times.

Both values are deliberately fixed, so that a compromised account cannot misuse Mail Log as a
spam cannon.

Applies to version 1.0.5.
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Body storage, encryption
and sensitive content

How much of the message text Mail Log stores is up to you. This page explains the storage modes,
the encryption and the special treatment of sensitive mails. All settings are found in the options
under the tabs body storage, raw MIME and sensitive content.

Changes to the storage mode only affect new entries. Mails already stored stay as they are.

The storage modes for the body

sx Joomlal
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? Help

Full body v

How body contents are persisted. Changing this affects new entries only.

1024

Global safety cap for any body. Larger bodies are truncated and flagged

The tab body storage controls how much of the text is kept.

Metadata + first N KB
(default)

Mode

What is stored

Only the first kilobytes of the text. Enough for an
impression without storing long messages in full. You set
the size with body size to keep (KB) (default 4 KB).



Mode

Full body

Full, encrypted

Full, deleted automatically after N days

Metadata only

What is stored

The complete text in plain.

The complete text, encrypted in the database (see
below).

The complete text, but the maintenance task removes it
again after the configured period and keeps the metadata
only.

No text at all — only sender, recipient, subject, status and
time.

In addition, maximum body size (KB) limits every text as a global safety ceiling; larger bodies are
truncated and marked as truncated in the detail view.

Raw MIME

Independently of the body mode, the tab raw MIME lets you store the exact RFC822 message as it
was sent. That allows clean .eml downloads for an audit. Because the raw MIME contains the
complete plain text, this option is switched off out of the box. It can be encrypted as well.

Encryption

n Joomlal £ com_maillog_configuration
® Toggle Menu
B save B Save&Close X Close

#A Home Dashboard
B Content system
= Menus > Global Configuration
d Components Component

> Admin Tools for Joomlat
AL > Akeeba Backup for Joomlar™
F System > Articles
© Hep > Banners

> cache

YOOt

s eme > Checkin

> Contacts

> Convert Forms
> DPCalendar

> Dropfiles

> EngageBox

> Google Structured Data
> Guided Tours

> Health Checker
> Installer

> JCE Editor Pro
> jDownloads

> Joomlat Update
> Jsitemap PRO
> Languages

> Mail Templates
> Media Organizer
> Media

> Membership Pro
> Menus

> Messaging

%612 | EE MutingualStatus | [4 JoomiaDEV (@ UserMenu v I
2 Help
logging ~ Bodystorage  RawMIME  Attachments | Sensitivecontent | Retention  Displayrules  Logrules  Alerts  Dashboard

Permissions
Sensitive content

@ Policy for password resets, 2FA codes, tokens and similar. Matching mails can be stored as metadata only or skipped entirely.

Policy for sensitive mails Log normally

Choose how mails matching the patterns below are treated.

Subject patterns /password/i 1
/passwort/i
freset/i
/ftoken/i
12fali ¥
4

One PCRE per line, with delimiters (e.g. /reset/i).

Body masking pattems /token=[A-Za-20-9_\J+/
/key=IA-Za-20-9 \]+/

One PCRE per line. Matching substrings are replaced with ** in the stored body.



The tab sensitive content with the subject and masking patterns.

Mail Log protects encrypted bodies and MIME messages with a modern method (AES-256-GCM or
XChaCha20-Poly1305). What matters is where the key comes from:

The key is derived from the Joomla secret (in your configuration.php ) and is not held in
the database. An attacker who captures only the database therefore cannot decrypt the
content.

The flip side: if you change the Joomla secret, previously encrypted entries can no longer be
read. The secret is part of the core of your Joomla installation that needs protecting anyway
— treat it accordingly.

The field encryption key in the options is, as of this version, purely a status display. You do not
have to enter or generate anything. If it shows a "legacy key", it comes from an earlier version; the
maintenance task migrate legacy-encrypted bodies converts such entries to the new method and
removes the legacy key afterwards by itself.

Sensitive mails

Some mails should never end up in the log in plain text — password resets, confirmation links, one-
time codes. Mail Log recognises them by the subject line and treats them separately.

The tab sensitive content holds two pattern lists for this (one regular expression per line) and one
policy:

If the subject matches one of the patterns, the mail
counts as sensitive. Out of the box there are patterns for

Subject patterns -
password , passwort , reset, token, 2fa, verify and

verifizier .

Metadata only (default, no body, no attachments), log

Handling of sensitive mails
9 normally or do not log at all.

Additional patterns whose matches are replaced by ***

Body masking patterns
y ap in the stored text — token=.. or key=.., for example.

With the default settings a password reset link therefore does not end up in the log, without you
having to set anything up.

Applies to version 1.0.5.
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Attachments

On request Mail Log keeps the attachments of sent mails, so that you can later trace exactly what
was sent. The settings for this are in the options in the tab attachments.

How attachments are captured

If capture attachments is active, Mail Log copies every attachment into a protected directory while
sending and records it in the log entry. In the detail view the attachments appear in the tab
attachments with name, type and size and can be downloaded individually (the permission
download attachments and .eml being required).

Where attachments live — outside
the web root

Out of the box, attachments are stored outside the publicly reachable area (in the
Joomla log directory under com maillog/attachments ). They are therefore not retrievable
directly through a URL, but only through the component with a permission check.

With storage path you can set a location of your own. If the field stays empty, the safe default path
applies. For additional protection Mail Log places lock files ( .htaccess , web.config) in the
attachment directory.

Coming from a very early version? Earlier builds stored attachments inside the web root.
After the update Mail Log still points at the old location so that nothing is lost. The
maintenance task move attachment files moves the files to the safe default location once
and clears the old reference afterwards.

Limits and storage budget



Option Default Meaning

Copy attachments to disk while

Capture attachments Yes .
sending.

Storage path empty (= safe default) Where the attachments are kept.

Larger attachments are skipped;
Max. per file (MB) 10 their metadata (name, type, size)
still stays in the log.

Once the budget is used up, new
Total storage budget (MB) 500 attachments are no longer copied
until the next cleanup.

Cleaning up

How long attachment files are kept is controlled by attachment retention (days) in the tab retention
(default 30 days). The maintenance task clean up attachment files removes older files and those
whose log entry has already been deleted. How to set up this task is described in the chapter

Maintenance: scheduled tasks.

Safety of file names

Mail Log sanitises every attachment file name before storing it and defuses potentially executable
extensions ( .php, for instance) by appending .bin. Together with the storage location outside the
web root, this rules out an attachment being executed on the server.

Applies to version 1.0.5.
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Log rules and display rules

Mail Log has two kinds of rules that are easy to confuse but do very different things. Both are found
in the options.

Log rules decide which mails are stored at all.
Display rules only decide which stored mails appear in the list.

Log rules: what is never stored in
the first place

n Joomlal £ com_maillog_configuration 612 | @@ MutiingualStatus | [4 JoomiaDEV | @ UserMenu v I

@ Toggle Menu
9 B Save B Save&Close X Close ? Help

#A Home Dashboard

B Content = System Logging Body storage Raw MIME Attachments Sensitive content Retention Display rules Alerts Dashboard
= == > Global Configuration
= Lo = < Permissions
& Components = Component
> Admin Tools for Joomial Log rul
22 == og rules
75 M = > Akeeba Backup for Joomla
System > Articles
# sy @ Pre-log filter deciding which mails are persisted at all. Display rules act on rows that already exist; log rules prevent rows from being
© Hep > Banners i
> Cache
Yoo YOOtheme 5 chesiein
> Contacts Mateh | oo
Match ALL or ANY of the rules
> Convert Forms
> DPCalendar
Mode Exclude matching v
> Dropfiles
s EngageBox Exclude: mails matching the rules are NOT logged. Include: ONLY matching mails are logged.

> Google Structured Data

Rules
> Guided Tours Field Operator Value
> Health Checker

> Installer Use for mails you never want stored, e.g. noisy notifications from a specific sender.
> JCE Editor Pro

> jDownloads

> Joomla Update

> Jsitemap PRO

> Languages

> Mail Templates

> Media Organizer

> Media

> Membership Pro

> Menus

> Messaging

Log rules filter before anything is stored.

Log rules take effect before anything is written to the database. That keeps uninteresting bulk
mail out of the log — noisy notifications from a particular service, for instance. What a log rule
excludes never becomes an entry.

Two settings determine the behaviour:



Exclude matches — matching mails are NOT logged.
Mode Include matches only — ONLY matching mails are logged,
everything else is discarded.

Whether a mail has to satisfy all rules (AND) or any of
Match
them (OR).

Display rules: what is hidden in the
list

Display rules take effect after storing. Matching entries are merely hidden in the list and on the
dashboard — nothing is deleted. Change the rule and the entries reappear. Useful for tidying up an

overloaded view without losing data.

How a rule is put together

Both rule types are built from the same parts. Every rule checks a field with an operator against a

value:
Field Subject, body, recipient or sender.
contains, does not contain, equals, does not equal, starts
Operator with, ends with — for display rules additionally is empty /
is not empty.
Value The text to compare against.

Examples

e Do not log cron job mails: log rule, mode exclude matches, field sender, operator

contains, value cron@ .
e Log order mails only: log rule, mode include matches only, field subject, operator

contains, value order .
e Hide internal test mails: display rule, field recipient, operator ends with, value

@internal.example .



The mode include matches only for log rules is sharp: everything that does not match is not
logged. Use it deliberately and check afterwards that the mails you want still reach the log.

Applies to version 1.0.5.
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Notifications when delivery

falls

Mail Log can warn you actively when a delivery fails — so you learn about a mail problem without
having to keep looking into the log. The settings are in the options in the tab notifications.

¥ Joomlal

@® Toggle Menu
#A Home Dashboard
B Content

= Menus

& Components
282 Users

& System

@ Help

Yoo YOOtheme

& com_maillog_configuration

B Save B Save&Close X Close

System

> Global Configuration
Component

> Admin Tools for Joomla!
> Akeeba Backup for Joomlar™
> Articles

> Banners

> cache

> Checkein

> Contacts

> Convert Forms

> DPCalendar

> Dropfiles

> EngageBox

> Google Structured Data
> Guided Tours

> Health Checker

> Installer

> JCE Editor Pro

> jDownloads

> Joomla Update

> Jsitemap PRO

> Languages

> Mail Templates

> Media Organizer

> Media

> Membership Pro

> Menus

> Messaging

The tab notifications.

%612 | EE MutingualStatus | [4 JoomiaDEV (@ UserMenu v I
2 Help
logging ~ Bodystorage  RawMIME  Attachments  Sensitive content  Retention  Display rules Lo rules Dashboard
Permissions
Alerts

@ Notify administrators when a mail delivery fails.

Enable alerts No
send a notification when logging records a failed mail

Enabling and choosing recipients

Option

Enable notifications

Notify super admins

Additional recipients

No

Yes

empty

Default Meaning

Main switch. Off by default.

Send to all super users who have
enabled receive system emails in
their profile.

Further addresses, one per line or
separated by commas.



Option Default Meaning

Additionally files the alert as an
internal message (com_messages)
for every super user.

Also as a Joomla private message No

Not too many messages: the
throttle

So that a run of failures (a mail server that has gone down, say) does not flood you with hundreds
of warnings, Mail Log combines alerts.

With throttle window (minutes) (default 30) you set the minimum gap between two alerts.
Further errors within that window are counted but trigger no further message. So you get a

warning, not an avalanche.

No loop

The warning mail itself is not treated as a new error when it is sent — Mail Log deliberately
prevents one notification from triggering another. That way no alert loop can arise.

Recommendation

On production sites it is worth switching notifications on and keeping at least the super admins as
recipients. That way you notice a delivery outage within minutes instead of at the next customer

complaint.

Applies to version 1.0.5.
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Configuration reference

All settings are reached through the Options button at the top right of every Mail Log view. This
page lists every option with its default. Some areas are described in more detail in chapters of their
own; here you find the complete overview.

The defaults are deliberately frugal with data and suitable for most websites. Especially in
the areas body storage and sensitive content, change only what you have understood.

Logging

Option Default Meaning

Main switch. Off = no new entries;

Enable loggin Yes
99ing existing ones stay accessible.
. . Also record mails the mailer reports
Log failed mails Yes
as not sent.
Where logging happens. The four
Log contexts Frontend, backend, CLI, API 99ing happ

areas can be chosen independently.

Determines the triggering extension
Detect source extension Yes (best effort). Switching it off saves a
minimal amount of work per mail.

Body storage

Option Default Meaning

How much text is kept (see the
chapter Body storage, encryption
and sensitive content). Affects new
entries only.

Storage mode Metadata + first N KB



Option

Body retention (days)

Body size to keep (KB)

Maximum body size (KB)

Encryption key

Raw MIME

Store raw MIME

Encrypt raw MIME

Default

30

1024

No

No

Attachments

Capture attachments

Storage path

Max. per file (MB)

Total storage budget (MB)

Yes

empty (= safe default outside the
web root)

10

500

Meaning

Only with "full, deleted
automatically": after this period the
task removes the text.

Only with "metadata + first N KB":
how many kilobytes from the start
are stored.

Global ceiling. Larger bodies are
truncated and marked.

Purely a status display. The key is
derived from the Joomla secret;
there is nothing to enter.

Keep the exact RFC822 message (for
clean .eml downloads). Off out of the
box for privacy reasons.

Apply the same encryption as for
bodies to the MIME message.

Copy every attachment to disk while
sending.

Where the attachments are kept.

Larger attachments are skipped; the
metadata remains.

When exceeded, new attachments
are skipped until the next cleanup.



Sensitive content

Handling of sensitive mails

Subject patterns

Body masking patterns

Retention

Entry retention (days)

Maximum number of entries

Attachment retention (days)

Metadata only

/password/i, /passwort/i, /reset/i
, /token/i, /2fa/i, /verify/i,
/verifizier/i

/token=../ , /key=../

180

0 (off)

Display rules

Match

Rules

Log rules

All (AND)

empty

How mails matching the subject
patterns are treated: metadata only,
normally, or not logged at all.

One regular expression per line. If
the subject matches, the mail counts
as sensitive.

Matches are replaced by *** in the
stored body.

Older entries are removed by the
task "clean up logs". 0 = no age-
based cleanup.

FIFO ceiling: the oldest entries are
removed as soon as the limit is
exceeded.

Older attachment files are removed
by the attachment cleanup task.

Whether a row has to satisfy all or
any of the rules to be hidden.

Hide matching entries from the list
and the statistics without deleting
them. See the chapter Log rules and
display rules.



Match

Mode

Rules

Any (OR)

Exclude matches

empty

Notifications

Enable notifications

Notify super admins

Additional recipients

Throttle window (minutes)

Also as a Joomla private message

Dashboard

Statistics mode

Default period

Show latest mails

Permissions

No

Yes

empty

30

No

Live

Last 30 days

10

Whether a mail has to match all or
any of the rules.

Exclude matches, or include matches
only.

Decide before storing which mails
are logged at all.

Warn when a delivery fails.

To super users with system emails
enabled.

Further addresses.

Minimum gap between two alerts.

File the alert internally
(com_messages) as well.

Live calculates from the entries on
every view. Task uses pre-
aggregated daily figures maintained
by the statistics task — faster with
very many entries.

Preset period of the chart.

How many entries the dashboard
lists show.



The standard Joomla tab. Which action needs which permission is described in the chapter

Permissions, export and privacy.

Applies to version 1.0.5.
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Maintenance: scheduled
tasks

Mail Log comes with maintenance tasks that run through the Joomla task scheduler. They keep the
database lean, maintain the statistics and carry out one-off conversions. None of these tasks runs
by itself — you set them up in the task scheduler.

Setting up a task

Open System -» Manage — Scheduled Tasks and click New.

In the selection dialogue, choose one of the Mail Log task types (see the table).
Give it a name, set the interval under execution rules (daily, for example) and save.
Enable the task. For scheduled tasks to actually run, the Joomla scheduler has to be
triggered — by a website visit (the default) or by a real cron job.

P WwNhH



¥ Joomlat

© Toggle Menu

© Scheduled Tasks

X Cancel
A Home Dashboard
Content
Menus
Select a Task type

Components
Users
System

Help

YOOtheme

Admin Tools - Auto-import
configuration

Automatically imports Admin
Tools configuration settings from
aURL

Admin Tools - Delete inactive
users

Deletes user accounts which are
inactive (you can choose the
criteria).

Akeeba Backup - Check for
failed backups

Check for failed backup attempts
and notify the site administrators.

GET Request

Make GET requests to a server
Supports a custom timeout and
authorization headers,

Mail Log: Cleanup Old Log
Entries

Deletes mail log entries older than
the configured retention period
and enforces the maximum entry
count (FIFO).

Media Organizer Scan

Runs a full Media Organizer media
scan and records the result. This
task only scans and reports; it
never moves or deletes any file.

Toggle Offline
Toggles the site’s status on each
un

Admin Tools - Blocked
Requests Log cleanup
Remove old entries from the
Blocked Requests Log

Admin Tools - PHP File
Change Scanner

Scan your site for changed and
suspicious PHP files with Admin
Tools' PHP File Change Scanner.

Akeeba Backup - Check for
failed uploads

Check for backups which failed to
upload to remote storage and
notify the site administrators.

Global Check-in
Check in checked out items.

Mail Log: Migrate
Attachment Files

Moves attachment files from the
pre-0.1.0 location (inside the web
root) into the current attachment
store. Run until no files remain;
the legacy path is then removed
automatically.

Rotate Logs
Periodically rotates logfiles

Mail Log

Admin Tools - Cache clean-

Empty Joomla's cache. Choose
whether to empty the entire cache
or just the expired items

Admin Tools - Reset Joomla!
Update
Resets Joomla! Update to factory
defaults

Akeeba Backup - Take a
Backup

Take a backup of your site with
Akeeba Backup

Image Size Check

Check images, resize if larger than
allowed. Attention: The original
file will be overwritten!

Mail Log: Purge Old Mail
Bodies

only active when body storage
mode is full with retentior. Nulls
out body content of entries older
than the configured body retention
window while keeping metadata

Session Data Purge
Task Plugin that purges expired
data and metadata depending on
the session handler set in Global
Configuration.

The Mail Log task types in the task scheduler.

The task types

Task

Clean up old log entries

Clean up attachment f

Update daily statistics

iles

®612 OF Mutiingual Status [ JoomlaDEV @ UserMenu v

Admin Tools - Clean up
session metadata
Removes obsolete session
metadata, removing obsolete
records from the #_session
database table.

Admin Tools - Session table
repair & optimise

Repairs and optimises the Joomla
#_session (session metadata)
database table, preventing site
access problems on moderately
tovery busy sites.

Delete ActionLogs
Delete Action logs after specified
days.

Joomla! Update Notification
This task periodically checks for
the availability of new Joomlat
versions. When one is found it will
send you an email, reminding you
to update. You can customise the
email at System &rar;

Mail Log: Re-encrypt Legacy
Bodies

Migrates entries that were.
encrypted with the old database-
stored key to the new key derived
from the Joomla secret. Run until
o legacy entries remain; the
legacy key is then removed
automatically.

Set Site Offline
Sets site status to offline on each
run.

Admin Tools - Clean up the
temporary directory

Deletes the contents of the
temporary directory which are
older than 1 minute.

Akeeba Backup - CLI-only
Backup

Take @ backup of your site with
Akeeba Backup. This task type
works only when scheduled tasks
are triggered by a CLI CRON job.

Expiration of privacy
consents

Manage the expiration of privacy
consents

Mail Log: Cleanup
Attachment Files

Removes orphan attachment files
(whose log entry was deleted) and
files older than the configured
attachment retention window.

Mail Log: Refresh Daily
Statistics

Refreshes the pre-computed daily
statistics table used by the
dashboard when stats mode is
‘task’

Set Site Online
Sets site status to online on each
run.

Purpose

Deletes entries older than the configured retention and
enforces the maximum number of entries (FIFO).
Batched, so that even large tables are processed gently.

Removes orphaned attachment files (whose entry was
deleted) and files older than the attachment retention.

Maintains the pre-aggregated daily figures for the
dashboard. Only needed if you have set the statistics
mode to task.



Task Purpose

Resets the text of old entries and keeps only the
Clean up old mail bodies metadata. Only effective with the storage mode "full,
deleted automatically after N days".

A one-off conversion: re-encrypts entries from an earlier
version to the current method and removes the old key
once nothing depends on it any more. Run it until no
legacy entries are reported.

Migrate legacy-encrypted bodies

A one-off conversion: moves attachments from an old
Move attachment files storage location (inside the web root) to the safe default
location. Run it until no files are left.

Recommendation for reqgular
operation

For most websites two daily tasks are enough:

e Clean up old log entries — keeps the table within bounds.
e Clean up attachment files — only needed if you capture attachments.

The two migration tasks (migrate legacy-encrypted bodies, move attachment files) are only needed
if you updated from a very early version. Once the migration is done you can disable or delete
them. Update daily statistics and clean up old mail bodies only make sense with the matching
settings.

All cleanup tasks work in blocks and with clear upper limits, so that they do not overload the
server even with very large data sets.

Applies to version 1.0.5.
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Permissions, export and

privacy

Mail Log stores potentially sensitive communication data. This page sums up who may do what,

what is exported and which data is stored at all.

Permissions

You assigh the permissions as with every Joomla component under Options - Permissions per user
group. Mail Log deliberately separates viewing from reading the content:

Permission

View Mail Log

View mail content

Download attachments and .eml

Resend mails

Delete entries

Manage demo data

Allows

Open the dashboard and the list — the metadata, but not
necessarily the message texts.

Read the full bodies (HTML, text, MIME). Granted
separately because bodies can contain sensitive data.

Download attached files and the raw message.

Deliver logged mails again.

Remove log entries.

Create and delete test entries.

Every action checks its permission server-side — it is not just the interface hiding buttons.
So an action cannot be forced through a direct call either. An editor with "view Mail Log" but
without "view mail content" sees the list but no texts.

Recommendation: grant view mail content and download attachments and .eml sparingly — ideally
only to the people who actually investigate delivery problems.



Export

The button Export CSV in the list outputs the currently filtered selection as a CSV file. The export
contains ID, time, status, sender, recipient, subject, source, context and the error message — but
not the message text. Whoever needs bodies opens the entry or downloads the .eml file (with the
corresponding permissions).

Free-text fields are prepared in the CSV so that spreadsheet programs do not interpret them
as a formula by accident. The export can therefore be opened safely in Excel or LibreOffice.

Which data Is stored

Per mail, Mail Log stores sender and recipients, subject, time and status, the context as well as —
where available — the IP address and the user ID of whoever triggered it. How much of the text is
kept is up to you through the storage mode; out of the box that is a short excerpt only, and
sensitive mails are stored with metadata only.

Privacy notes for operation

e Limit retention. Set an entry retention (default 180 days) and set up the cleanup task,
so that old data does not lie around indefinitely.

e Store frugally. For most purposes the default "metadata + excerpt" is enough. Full or
raw storage only if you really need it.

e Encrypt if you keep full bodies. Encrypted storage keeps the key outside the
database.

o Keep permissions narrow. Separate reading the content from merely viewing the list.

e Access and erasure requests. For data subject requests, filter the list by the address
and export or delete selectively.

All data stays on your server — Mail Log contacts no external services.

Applies to version 1.0.5.
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Common questions and
troubleshooting

Answers to common questions and the quickest routes to fixing things.

No mails are logged at all

e Check whether the system plugin plg system maillog is enabled (System — Plugins).
Without this plugin nothing is captured.

e Is enable logging set to yes in the options?

e Is the context selected in which the mail originates? A mail from a cron run is only
captured if CLI is enabled.

e Do log rules exclude the mail? Check the mode include matches only in particular.

If hooking into the mailer ever fails (after a major Joomla update, say), Mail Log reports that
in the backend with a warning and writes it to the Joomla log — so you notice it instead of
quietly getting no more entries.

| see the list but no message texts

To read the bodies you need the permission view mail content — it is deliberately separate from
merely viewing. Have it assigned to your group under Options — Permissions.

An entry shows "metadata only"
instead of text

That is usually intentional: the mail was classified as sensitive (a password reset, for example) and
therefore stored without a body. Alternatively the default mode stores only a short excerpt. You



control both in the options under body storage and sensitive content — changes affect new entries.

"Resend" is not possible

If the mail was stored with metadata only or truncated, the full text is missing and the mail cannot
be reconstructed. For encrypted bodies the Joomla secret must be unchanged. If the message was
about a waiting time: there are 30 seconds between two sendings of the same mail, and at most 20
repetitions are possible.

The update is not found or fails

e Click Check for Updates first to refresh the cache.

e Is the download key entered at the update site — and without spaces at the beginning
or end? A space copied along with it leads to "Package download failed".

e If need be, download the new version manually and install it via System — Install.

Encrypted entries have suddenly
become unreadable

The key is derived from the Joomla secret (in configuration.php ). If that was changed, previously
encrypted bodies can no longer be decrypted. The secret should only be changed deliberately and
with care.

The database is growing a lot

Set up the task clean up old log entries and set an entry retention (default 180 days) or a
maximum number of entries. Also store only as much body as you really need — the default
"metadata + excerpt" is frugal already.

Where are the attachments?



Out of the box outside the publicly reachable area, in the Joomla log directory under
com maillog/attachments . They are reachable only through the component with a permission check,
not by a direct URL.

What happens when uninstalling?

The four database tables with all log data are removed. Attachment files already captured stay in
the protected directory, so that uninstalling by accident destroys no evidence — delete that folder
by hand if you need to.

Applies to version 1.0.5.
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Changelog

This changelog lists every released version of Mail Log, the most recent first.

This page is generated automatically from the product's changelog file when a release is
made. Changes made by hand are lost at the next synchronisation.

Version 1.0.5 - 16 August 2026

Fixed

e The links in the overview panel always led to the German manual. They now follow the
configured language.

Version 1.0.4 - 12 August 2026

Changed

e The installation details of the three parts were cleared of entries that had no effect, so
that the package passes the review of the Joomla! Extensions Directory.

Fixed

e An English message in the overview ended with a superfluous space.

Version 1.0.3 - 1 August 2026

Changed



e The package and its three parts now carry meaningful names in the extension manager;
technical abbreviations stood there before.

Version 1.0.2 - 31 July 2026

Added

e Emails from command line and scheduler runs are logged; nothing was captured there
before.

e The option "logged contexts" now actually takes effect. With no selection, every context is
still logged.

e The list points out entries from earlier versions that cannot contain a message text, and
links them for deletion.

Changed

e Downloading the raw message now additionally requires the permission "view message
text". Groups without it lose the download; super users are not affected.

e New installations log completely out of the box: full message text, raw message and mails
with a sensitive subject as well. Existing installations keep their settings.

Fixed

e The message text of logged emails always stayed empty. It is captured again, as are
attachments, reply-to, headers and the error message of failed deliveries.

e Resending from the log works again — without a stored message text it was not possible.

e With encrypted storage the masking patterns for sensitive content never took effect.
Masking now happens before encrypting.

e On fresh installations nothing was masked although the options showed two masking
patterns as active.

e The detection of HTML messages now also covers multipart messages and a plain-text
alternative that has been set.

e With a truncated message text stored, the detail view did not show the original size.

e Saving the options made attachments from versions before 0.1.0 inaccessible because
their storage location was lost.

e The options button appeared for groups without the necessary permission and refused the
click.



Version 1.0.1 - 31 July 2026

Added

e After an installation or update an overview panel appears with version, status and entry

points to getting started, download key and manual.
e A click on "Enable updates" leads straight to the update sites, already filtered to missing

download keys.
e The extension manager now shows the list of changes behind the version number.

Language

e The messages shown during installation and update are available in German and English.

Version 1.0.0 - 20 July 2026

Added

e [nitial release.
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